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Microsoft Azure Architect Technologies 

Question Set 1 

QUESTION 1 

You have an Azure Active Directory (Azure AD) tenant. 
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You have an existing Azure AD conditional access policy named Policy1. Policy1 enforces the use of Azure AD-joined devices when members of the Global 

Administrators group authenticate to Azure AD from untrusted locations. 

You need to ensure that members of the Global Administrators group will also be forced to use multi-factor authentication when authenticating from untrusted 

locations. 

What should you do? 

A. From the Azure portal, modify session control of Policy1. 

B. From multi-factor authentication page, modify the user settings. 

C. From multi-factor authentication page, modify the service settings. 

D. From the Azure portal, modify grant control of Policy1. 

Correct Answer: D 

Section: [none] 

Explanation 

Explanation/Reference: 

QUESTION 2 

You have an Azure subscription named Subscription1 that contains an Azure virtual machine named VM1. VM1 is in a resource group named RG1. 

VM1 runs services that will be used to deploy resources to RG1. 

You need to ensure that a service running on VM1 can manage the resources in RG1 by using the identity of VM1. 

What should you do first? 

A. From the Azure portal, modify the Access control (IAM) settings of RG1. 

B. From the Azure portal, modify the Policies settings of RG1. 

C. From the Azure portal, modify the Access control (IAM) settings of VM1. 

D. From the Azure portal, modify the value of the Managed Service Identity option for VM1. 

Correct Answer: D 

Section: [none] 

Explanation 

Explanation/Reference: 
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References: https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-
resources/overview 

QUESTION 3 

You configure Azure AD Connect for Azure Active Directory Seamless Single Sign-On (Azure AD Seamless SSO) for an on-premises network. 

Users report that when they attempt to access myapps.microsoft.com, they are prompted multiple times to sign in and are forced to use an account name that 

ends with onmicrosoft.com. 

You discover that there is a UPN mismatch between Azure AD and the on-premises Active Directory. 

You need to ensure that the users can use single-sign on (SSO) to access Azure resources. 

What should you do first? 

A. From on-premises network, deploy Active Directory Federation Services (AD FS). 

B. From Azure AD, add and verify a custom domain name. 

C. From on-premises network, request a new certificate that contains the Active Directory domain name. 

D. From the server that runs Azure AD Connect, modify the filtering options. 

Correct Answer: B 

Section: [none] 

Explanation 

Explanation/Reference: 

QUESTION 4 

You have an Active Directory forest named contoso.com. 

You install and configure AD Connect to use password hash synchronization as the single sign-on(SSO) method. Staging mode is enabled. 

You review the synchronization results and discover that the Synchronization Service Manager does not display any sync jobs. 

You need to ensure that the synchronization completes successfully. 
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What should you do? 

A. From Azure PowerShell, run Start-AdSyncSycnCycle ïPolicyType Initial. 

B. Run Azure AD Connect and set the SSO method to Pass-through Authentication. 

C. From Synchronization Service Manager, run a full import. 

D. Run Azure AD Connect and disable staging mode. 

Correct Answer: D 

Section: [none] 

Explanation 

Explanation/Reference: 

References: https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-
operations 

QUESTION 5 

HOTSPOT 

You have an Azure Storage accounts as shown in the following exhibit. 
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Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer:  

 

Section: [none] 

Explanation 

Explanation/Reference: 

References: https://docs.microsoft.com/en-us/azure/storage/common/storage-account-
overview 

QUESTION 6 

You have an Azure subscription that contains 100 virtual machines. 

You regularly create and delete virtual machines. 

You need to identify unattached disks that can be deleted. 

What should you do? 

A. From Microsoft Azure Storage Explorer, view the Account Management properties. 

B. From Azure Cost Management, create a Cost Management report. 

C. From the Azure portal, configure the Advisor recommendations. 

D. From Azure Cost Management, open the Optimizer tab and create a report. 

Correct Answer: D 

Section: [none] 

Explanation 
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Explanation/Reference: 

QUESTION 7 

You have an Azure subscription that contains 10 virtual machines. 

You need to ensure that you receive an email message when any virtual machines are powered off, restarted, or deallocated. 

What is the minimum number of rules and action groups that you require? 

A. three rules and three action groups 

B. one rule and one action group 

C. three rules and one action groupD. one rule and three action groups 

Correct Answer: C 

Section: [none] 

Explanation 

Explanation/Reference: 

QUESTION 8 

You plan to automate the deployment of a virtual machine scale set that uses the Windows Server 2016 Datacenter image. 

You need to ensure that when the scale set virtual machines are provisioned, they have web server components installed. 

Which two actions should you perform? Each correct answer presents part of the solution. 

NOTE: Each correct selection is worth one point. 

A. Upload a configuration script. 

B. Create an automation account. 

C. Create a new virtual machine scale set in the Azure portal. 

D. Create an Azure policy. 

E. Modify the extensionProfile  section of the Azure Resource Manager template. 

Correct Answer: CE 

Section: [none] 

Explanation 
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Explanation/Reference: References: https://docs.microsoft.com/en-us/azure/virtual-machine-
scale-sets/tutorial-install-apps-template 

QUESTION 9 

You have an Azure subscription. 

You have 100 Azure virtual machines. 

You need to quickly identify underutilized virtual machines that can have their service tier changed to a less expensive offering. 

Which blade should you use? 

A. Customer insights 

B. Monitor 

C. Advisor 

D. Metrics 

Correct Answer: C 

Section: [none] 

Explanation 

Explanation/Reference: 

References: https://docs.microsoft.com/en-us/azure/advisor/advisor-cost-
recommendations 

QUESTION 10 

An app uses a virtual network with two subnets. One subnet is used for the application server. The other subnet is used for a database server. A network virtual 

appliance (NVA) is used as a firewall. 

Traffic destined for one specific address prefix is routed to the NVA and then to an on-premises database server that stores sensitive data. A Border Gateway 

Protocol (BGP) route is used for the traffic to the on-premises database server. 

You need to recommend a method for creating the user-defined route. 

Which two options should you recommend? Each correct answer presents a complete solution. 

NOTE: Each correct selection is worth one point. 

A. For the virtual network configuration, use a VPN. 

B. For the next hop type, use virtual network peering. 

C. For the virtual network configuration, use Azure ExpressRoute. 
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D. For the next hop type, use a virtual network gateway. 

Correct Answer: AC 

Section: [none] 

Explanation 

Explanation/Reference: 

References: https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-udr-
overview 

QUESTION 11 

You manage a solution in Azure that consists of a single application which runs on a virtual machine (VM). Traffic to the application has increased dramatically. 

The application must not experience any downtime and scaling must be dynamically defined. 

You need to define an auto-scale strategy to ensure that the VM can handle the workload. 

Which three options should you recommend? Each correct answer presents a complete solution. 

NOTE: Each correct selection is worth one point. 

A. Deploy application automatic vertical scaling. 

B. Create a VM availability set. 

C. Create a VM scale set. 

D. Deploy application automatic horizontal scaling. 

E. Deploy a custom auto-scale implementation. 

Correct Answer: CDE 

Section: [none] 

Explanation 

Explanation/Reference: 

QUESTION 12 

You are implementing authentication for applications in your company. You plan to implement self-service password reset (SSPR) and multifactor authentication 

(MFA) in Azure Active Directory (Azure AD). 

You need to select authentication mechanisms that can be used for both MFA and SSPR. 

Which two authentication methods should you use? Each correct answer presents a complete solution. 
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NOTE: Each correct selection is worth one point. 

A. Short Message Service (SMS) messages 

B. Azure AD passwords 

C. Email addresses 

D. Security questions 

E. App passwords 

Correct Answer: AB 

Section: [none] 

Explanation 

Explanation/Reference: 

References: 

https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-methods 

QUESTION 13 

Note: This question is part of series of questions that present the same scenario. Each question in the series contains a unique solution that might 

meet the stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen. 

You have an Azure subscription that contains 10 virtual networks. The virtual networks are hosted in separate resource groups. 

Another administrator plans to create several network security groups (NSGs) in the subscription. 

You need to ensure that when an NSG is created, it automatically blocks TCP port 8080 between the virtual networks. 

Solution: You create a resource lock, and then you assign the lock to the subscription. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

Section: [none] 

Explanation 

Explanation/Reference: 

Explanation: 
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How can I freeze or lock my production/critical Azure resources from accidental deletion? There is way to do this with both ASM and ARM resources using Azure 

resource lock. 

References: https://blogs.msdn.microsoft.com/azureedu/2016/04/27/using-azure-resource-manager-policy-and-azure-lock-to-control-your-azure-
resources/ 

QUESTION 14 

Note: This question is part of series of questions that present the same scenario. Each question in the series contains a unique solution that might 

meet the stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen. 

You have an Azure subscription named Subscription1. Subscription1 contains a resource group named RG1. RG1 contains resources that were deployed by 

using templates. 

You need to view the date and time when the resources were created in RG1. 

Solution: From the RG1 blade, you click Automation script. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

Section: [none] 

Explanation 

Explanation/Reference: 

QUESTION 15 

Note: This question is part of series of questions that present the same scenario. Each question in the series contains a unique solution that might 

meet the stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen. 

You have an Azure subscription named Subscription1. Subscription1 contains a resource group named RG1. RG1 contains resources that were deployed by 

using templates. 

You need to view the date and time when the resources were created in RG1. 
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Solution: From the Subscription blade, you select the subscription, and then click Resource providers. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

Section: [none] 

Explanation 

Explanation/Reference: 

QUESTION 16 

Note: This question is part of series of questions that present the same scenario. Each question in the series contains a unique solution that might 

meet the stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen. 

You have an Azure subscription named Subscription1. Subscription1 contains a resource group named RG1. RG1 contains resources that were deployed by 

using templates. 

You need to view the date and time when the resources were created in RG1. 

Solution: From the RG1 blade, you click Deployments. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: A 

Section: [none] 

Explanation 

Explanation/Reference: 

QUESTION 17 

HOTSPOT 

You have several Azure virtual machines on a virtual network named VNet1. 
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You configure an Azure Storage account as shown in the following exhibit. 

 

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic. 

NOTE: Each correct selection is worth one point. 
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Hot Area: 

 

Correct Answer:  

 

Section: [none] 

Explanation 

Explanation/Reference: 

Explanation: 

Box 1: always 

Endpoint status is enabled. 

Box 2: Never 

After you configure firewall and virtual network settings for your storage account, select Allow trusted Microsoft services to access this storage account as an 

exception to enable Azure Backup service to access the network restricted storage account. 
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Reference: https://docs.microsoft.com/en-us/azure/storage/files/storage-how-to-use-files-windows https://azure.microsoft.com/en-us/blog/azure-

backup-now-supports-storage-accounts-secured-with-azure-storage-firewalls-and-virtual-networks/ 

QUESTION 18 

You plan to use the Azure Import/Export service to copy files to a storage account. 

Which two files should you create before you prepare the drives for the import job? Each correct answer presents part of the solution. 
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NOTE: Each correct selection is worth one point. 

A. a dataset CSV file 

B. an XML manifest file 

C. a driveset CSV file 

D. a PowerShell PS1 file 

E. a JSON configuration file 

Correct Answer: AC 

Section: [none] 

Explanation 

Explanation/Reference: 

Explanation: 

A: Modify the dataset.csv file in the root folder where the tool resides. Depending on whether you want to import a file or folder or both, add entries in the 

dataset.csv file 

C: Modify the driveset.csv file in the root folder where the tool resides. 

References: https://docs.microsoft.com/en-us/azure/storage/common/storage-import-export-data-to-
files 

QUESTION 19 

You create an Azure Storage account named contosostorage. 

You plan to create a file share named data.  

Users need to map a drive to the data file share from home computers that run Windows 10. 

Which outbound port should you open between the home computers and the data file share? 

A. 80 

B. 443 

C. 445 

D. 3389 

Correct Answer: C 

Section: [none] 

Explanation 
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Explanation/Reference: 

Explanation: 

Ensure port 445 is open: The SMB protocol requires TCP port 445 to be open; connections will fail if port 445 is blocked. 

References: https://docs.microsoft.com/en-us/azure/storage/files/storage-how-to-use-files-
windows 

QUESTION 20 

You have a virtual network named VNet1 as shown in the exhibit. (Click the Exhibit tab.)  
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No devices are connected to VNet1. 

You plan to peer VNet1 to another virtual network named VNet2 in the same region. VNet2 has an address space of 10.2.0.0/16. 

You need to create the peering. 

What should you do first? 

A. Add a gateway subnet to VNet1. 

B. Create a subnet on VNet1 and VNet2 

C. Modify the address space of VNet1 
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D. Configure a service endpoint on VNet2 

Correct Answer: C 

Section: [none] 

Explanation 

Explanation/Reference: 

Explanation: 

The virtual networks you peer must have non-overlapping IP address spaces. The exhibit indicates that VNet1 has an address space of 10.2.0.0/16, which is the 

same as VNet2, and thus overlaps. We need to change the address space for VNet1. 

References: https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-manage-peering#requirements-and-
constraints 

QUESTION 21 

SIMULATION 

Click to expand each objective. To connect to the Azure portal, type https://portal.azure.com in the browser address bar.  
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When you are finished performing all the tasks, click the óNextô button. 

Note that you cannot return to the lab once you click the óNextô button. Scoring occur in the background while you complete the rest of the exam. 

Overview  

The following section of the exam is a lab. In this section, you will perform a set of tasks in a live environment. While most functionality will be available to you as it 

would be in a live environment, some functionality (e.g., copy and paste, ability to navigate to external websites) will not be possible by design. 

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesnôt matter how you accomplish the task, if you successfully 

perform it, you will earn credit for that task. 

Labs are not timed separately, and this exam may have more than one lab that you must complete. You can use as much time as you would like to complete each 

lab. But, you should manage your time appropriately to ensure that you are able to complete the lab(s) and all other sections of the exam in the time provided. 

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to the lab. 

To start the lab 

You may start the lab by clicking the Next button. 

You plan to host several secured websites on Web01. 

You need to allow HTTPS over TCP port 443 to Web01 and to prevent HTTP over TCP port 80 to Web01. 

What should you do from the Azure portal? 

Correct Answer: See explanation below. 

Section: [none] 

Explanation 

Explanation/Reference: 

Explanation: 

You can filter network traffic to and from Azure resources in an Azure virtual network with a network security group. A network security group contains security 

rules that allow or deny inbound network traffic to, or outbound network traffic from, several types of Azure resources. 

A network security group contains security rules that allow or deny inbound network traffic to, or outbound network traffic from, several types of Azure resources. 

Step A: Create a network security group 

A1. Search for and select the resource group for the VM, choose Add, then search for and select Network security group. 

A2. Select Create. 
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The Create network security group window opens. 

A3. Create a network security group 

Enter a name for your network security group. 

Select or create a resource group, then select a location. 

A4. Select Create to create the network security group. 

Step B: Create an inbound security rule to allows HTTPS over TCP port 443 

B1. Select your new network security group. 

B2. Select Inbound security rules, then select Add. 

B3. Add inbound rule 

B4. Select Advanced. 

From the drop-down menu, select HTTPS. 

You can also verify by clicking Custom and selecting TCP port, and 443. 
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B5. Select Add to create the rule. 

Repeat step B2-B5 to deny TCP port 80 

B6. Select Inbound security rules, then select Add. 

B7. Add inbound rule 

B8. Select Advanced. 

Clicking Custom and selecting TCP port, and 80. 

B9. Select Deny. 

Step C: Associate your network security group with a subnet 

Your final step is to associate your network security group with a subnet or a specific network interface. 

C1. In the Search resources, services, and docs box at the top of the portal, begin typing Web01. When the Web01 VM appears in the search results, select it. 

C2. Under SETTINGS, select Networking. Select Configure the application security groups, select the Security Group you created in Step A, and then select Save, 

as shown in the following picture:  
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References: 

https://docs.microsoft.com/en-us/azure/virtual-network/tutorial-filter-network-traffic 

QUESTION 22 

SIMULATION 

Click to expand each objective. To connect to the Azure portal, type https://portal.azure.com in the browser address bar. 
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